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Abstract: With the acceleration of educational digital transformation, the protection of educational data privacy has
become a core issue. This study identifies three challenges: technical infrastructure vulnerabilities, ethical alienation of
commercial logic and algorithmic power, and legal deficiencies in regulation and enforcement. A four-dimensional
governance framework is proposed, integrating hierarchical legislation, full-lifecycle technical protection,
user-transparent mechanisms, and privacy literacy education. The framework aims to balance data utility and security,
providing theoretical and practical guidance for sustainable educational digitalization.
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