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Abstract: This study examines the effects of chatbots integrated with situational simulations and augmented reality (AR)
in an anti-phishing course on university students' intrinsic and extrinsic motivation and learning performance. This
research used convenience sampling and quasi-experimental design, and participants were divided into four groups:
chatbot, situational simulation chatbot, AR chatbot, and AR situational simulation chatbot. Each group completes a
prior knowledge and learning performance test and an intrinsic and extrinsic motivation scale. The expected results
indicated that the AR situational simulation chatbot group would significantly enhance students' intrinsic and extrinsic
motivation and learning performance. The study provides research and teaching suggestions for future anti-phishing
education.
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1.3T %

Hp R A% %5 A (chatbot) & i#88 A T47 & (artificial intelligence, Al) 3% & A3& & (natural language
processing, NLP) Fl &k, HRFEEAEMANGNE, EHALCROTHERELSTR, &
AR R 6 7 XSEAR A4 B9, ¥ B4k A4 i 2 P A& Ak 2 B &) (Lalwani et al., 2018).
EHFRBRY, WMABEAREZF AT ZAE, WHTFHE (teaching assistants) . 5 H ¥
## (learning partners) LB AEEF (personal tutors) (Deng & Yu, 2023) o 8 E&F 745 %
$ 8932 (Esseletal., 2022) 324 % H 4+ (Kimetal., 2021) WP XA E A ik fo i & & Fo 5 H 17
HE R AR E, I, M52 (situational simulation) #(5 Rk B 1 53840 3230

(situated cognition theory) , &Aooy F E o - R SHIFIRE oAa ], H 5 H 69842 fa3f 37
$ 4k 697 ik £ B £ 2 (Brown et al., 1989), 4t 3302 35 3% 31, 4838 F 3% (augmented reality,
AR) TTHAFE Bttt f e 2 I K A FF (Akgayrr & Akgayrr, 2017) , m N AL [ AME
BB RIER T AT, AT EHNES S (Deci & Ryan, 1985,p.34) |, fa¥m
T, MEBHROITAHBZEIERAAMBAHTTHRFNEBR T, MAL T RGNS
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MR A @mEHER (Ryan & Deci, 2000) o P RME B AMBAMMEGT R EFH, A ARAA
8 H 2 2P AN £ (Fidan & Gencel, 2022) , VAR A% Anti-Phishing Working Group
(2023) LARGG/AE P A5, 2023 FEA U 500 B R @84 &N E S, AT BF04LE,
Ik, Ortiz (2019) 45 K S fe K & A — A & F LI R E A Fo i858 49 68 T H 409 208 B 4%,
B ARBT TOG T AL e R AT R MR AS H B, ERE LS, W AR AE
HRENE, BARBEFERIGREERIENE, AT RZA R B 69 HIRTI RMHEE A
WA BI RSB A AR P R B AL AR FHERI AR RA, LWHEHFERE, HAK
ERREFAEFHRYEEAE LGNNI EDRAE T RAZHE, KARZIARLEAMAE wE
1, AR 4T

FRMA—: ERABEET, KEERFEERNIREEA. HIRBI REEA
AR B R B AL AR BRI R BAZWHETNR L E AL TN I ELHHERTHE
FER?

AR ERHEEETFT, REERFEERNTREEA. HEESIRAES A
ARFFEMBABRAR BB BRI A M BAZOHELR L YRR UL IRBATHEL 2R

R4 bRAE
E

FRMEEA

EHER
HAMEA

ARFP R E A

ARG HHE
FARMEA

B 1 FFR i
QAR T ik

2.1. FFEHE

AR AR AN BARHET R Tk, FHARAHLAHF RIS AALEZ KEBEREE L P L
BHFEH . TEABEEDHI R B, AT R R AL, AR TP A4 B A4 AR 1F
BRI R ARG, FATHE4 30 AL
2.2. BFXRAE

Hh, AREATEALZHFoMETRAEANELFAESTRAEE . A2 HEHHE
AT, THREFE TR MR IRENINEDR TR, 410 54, BEEESREN R
MR, FHB BRI RAR S A4, AR TP R 35 A4S AR AR I RAR 35 A48, 3B AT
55455 T EAE AL 30 04 R EFEHFY, RATAE T T RRE)EFH REA R
NS EDE TR, 410 54,
2.3.5F X LA
231 BRMBARFTRBEEHAMABEA

AAF R4 A Line Official Account Manager F 487 R % 5 A, L EF 4 4] AT X 5 AL/
BB ZFEMANGH TR, PERBREATHERCIHRELETEY. REVHEAE
W R R AN REAF LS Y H @A o MRk AE, EHMERA ILTM X B K (2024)
B EHBTE, mEEBEACTHRBBANEBIETE Y H L HRRBLTHE., 50
EIEE AT, WHHEAAEI AR AN AN LRGESTHAETERREDR, JIEEEEmMA
RALM 2T, L& T HADM GBI BRI HILHE.
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2.3.2. AR 4

A 548 M Z AR % %4k Bl Unite AR 48 B 4 81-F 6 P45, L RAE S A6 AR :2 42
BLHA R R AR #FH8 B EATE K IR, AR EIFEEN OB EELINE ., T T HEA
¥, 1AM R LSS ARG R4S & H M,
2.3.3. RE9 B IR AR E E A B

RHFIAE I Z R 8 @ S M s 3R A B S 52 H i A B 2. 2% B Sun #= Yeh (2017) . £ 8
K40 4% 2 48 %% & )& (Federal Trade Commission, 2022) $ Bloom #9 [2i& . [ T | L[ &
R | A w BET R, TEHRFRFEAEINZIREE, £ad 104,
234. WSbEBIHRER

AAF BT Bl Z N SR 4k & & = 157X B Sun 4= Hsieh (2018) #R4% Pintrich 5 A (1991)
AP LENEZ NI A E & (intrinsic and extrinsic motivation scale) , £ 4R K E D
FEREHE, AEALERH, AT AKHKRSEEEL, 1 AEFTIREZL 6 HETRE,
M & B R AR AT 5P B RAF4E .94 (Sun & Hsieh, 2018) &

JFAMER

AR R BAZSF A A AR ARSI 8RAL, HRZERELHNIED
MREYRKZHE, st RMA—, AR AR AL BT KA R A E R
NI, A% Lee A= Yeo (2022) 5k, MHIEALHE AL A K B R 092 W3R IE LA Bh A 4R
B YH I RMBAZRG LD, f AR RS AR RS, 518
S H B RAFH S, $HB AR W EHME I RALNIESGHHGZ R, ST TR,
KA AT R BAL S F A AR R BAE A S H ik, B X% E A (Chenetal.,
2020) 32 AR (Huang, 2024) #HZ U XK EA L@ E, KRG FLEL50A LEFZOY
4K

B o

4383

AR50 B B A8 (NSTC 112-2410-H-A49-019-MY3 #= MOST 111-2410-H-A49-018-MY4)Z

X H,

2 IR

ILTM #F % B % (2024) . R49.&3F F& . https://iltm.lab.nycu.edu.tw/phishing/
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